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Preface

The 1st International Conference on Smart Computing and Cyber Security—
Strategic Foresight, Security Challenges and Innovation (SMARTCYBER 2020),
took place in Kyungdong University Global Campus, Gosung, Gangwondo, South
Korea, during July 7–8, 2020. It was hosted by the Department of Smart
Computing, Kyungdong University, Global Campus, South Korea.

The SMARTCYBER is a premier international open forum for scientists,
researchers and technocrats in academia as well as in industries from different parts
of the world to present, interact and exchange the state of the art of concepts,
prototypes, innovative research ideas in several diversified fields. The primary focus
of the conference is to foster new and original research ideas and results in the five
board tracks: smart computing concepts, models, algorithms, and applications,
smart embedded systems, bio-Inspired models in information processing, technol-
ogy, and security. This is an exciting and emerging interdisciplinary area in which a
wide range of theory and methodologies are being investigated and developed to
tackle complex and challenging real-world problems. The conference includes
invited keynote talks and oral paper presentations from both academia and industry
to initiate and ignite our young minds in the meadow of momentous research and
thereby enrich their existing knowledge.

SMARTCYBER 2020 received a total of 143 submissions. Each submission was
reviewed by at least three Program Committee members. The committee decided to
accept 37 full papers. Papers were accepted on the basis of technical merit, pre-
sentation and relevance to the conference. SMARTCYBER 2020 was enriched by
the lectures and insights given by the following seven distinguished invited
speakers: Prof. Prasant Kumar Pattnaik, School of Computer Engineering, Kalinga
Institute of Industrial Technology; Professor Ana Hol, Western Sydney University,
Australia; Professor Aninda Bose, Senior Editor Springer India; Prof. Evizal Abdul
Kadir, UIR, Indonesia; Dr. James Aich S, CEO Terenz Co. Ltd, South Korea; Prof.
Mangal Sain, Dongseo University, South Korea; and Prof. Ahmed A. Al-Absi,
Kyungdong University Global Campus, South Korea. We thank the invited
speakers for sharing the enthusiasm for research and accepting our invitation to
share their expertise as well as contributing papers for inclusion in the proceedings.
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SMARTCYBER 2020 has been able to maintain standards in terms of the quality of
papers due to the contribution made by many stakeholders.

We are thankful to the General Chairs, Prasant Kumar Pattnaik, KIIT Deemed to
be University, India; Ahmed A. Al-Absi, Kyungdong University, South Korea;
Mangal Sain, Dongseo University. We futher thank the Program Chairs, Baseem
Al-athwari, Kyungdong University Global Campus, South Korea; Pardeep Kumar,
Swansea University, UK; Deepanjali Mishra, KIIT Deemed to be University, India,
for their guidance and valuable inputs.

We are grateful to Prof. John Lee, President of Kyungdong University (KDU)
Global Campus, South Korea, and Honorary General Chair, SMARTCYBER 2020,
for his constant support and for providing the infrastructure and resources to
organize the conference. We are thankful to Prof. Sasmita Rani Samanta,
Pro-Vice-Chancellor, KIIT Deemed to be University, India, Honorary General
Chair, SMARTCYBER 2020, for providing all the support for the conference.

Thanks are due to the Program and Technical committee members for their
guidance related to the conference. We would also like to thank the Session
Management Chairs, Publications Chairs, Publicity Chairs, Organizing Chairs,
Finance Chairs and Web Management Chair who have made an invaluable con-
tribution to the conference. We acknowledge the contribution of EasyChair in
enabling an efficient and effective way in the management of paper submissions,
reviews and preparation of proceedings. Finally, we thank all the authors and
participants for their enthusiastic support. We are very much thankful to entire team
of Springer Nature for timely support and help. We sincerely hope that you find the
book to be of value in the pursuit of academic and professional excellence.

Bhubaneswar, India Prasant Kumar Pattnaik
Gangwondo, Korea (Republic of) Ahmed A. Al-Absi
Busan, Korea (Republic of) Mangal Sain
Swansea, UK Pardeep Kumar
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Text File Protection Using Least
Significant Bit (LSB) Steganography
and Rijndael Algorithm

Apri Siswanto, Yudhi Arta, Evizal Abdul Kadir, and Bimantara

Abstract Nowadays, thousands of kilobytes personal data are transmitted every day
through insecure communication media (such as the Internet, computer networks,
communication systems, etc.). This makes data vulnerable to information theft, espe-
cially for fraud, illegal trade, and so on. So, there is a need for protecting the infor-
mation in its storage and transmission. To improve data and information security, in
this study, we propose a Least Significant Bit (LSB) steganography to insert message
information in a 24-bit jpg image and Rijndael cryptography that is used to encrypt
jpg images so that message information can be secured from unauthorized parties.

Keywords Encryption · Cryptography · LSB steganography · Rijndael ·
Information hiding

1 Introduction

The rapid development of computer technology has triggered crimes that exploit
the weaknesses of computer network transmission systems. One form of crime is
hackers try to retrieve data and information through the transmission of computer
networks or known as a man-in-the-middle attack [1]. Transfer of essential data
on companies, agencies, or the military is vulnerable to attack if it only relies on
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a standard security system [2]. Confidential information can be taken and used by
irresponsible parties. So, thismust be given special attention by the parties concerned.
Some ways to overcome this problem is to secure the message using the information
hiding technique. Information hiding is a field of science that studies how to hide
messages so that they cannot be perceived (both visually and audial). There are two
ways techniques used in information hiding, i.e., cryptography and steganography
[3].

Cryptography is the study of mathematical techniques related to aspects of infor-
mation security such as confidentiality, data integrity, and authentication [4]. While
steganography is the science that studies, researches, and develops the art of hiding
information. Steganography can be classified as one part of communication science
[5]. In the digital information era, steganography is a technique and art of hiding
information and digital data behind other digital data, so that digital information is
invisible.

Recently, some methods can carry out attacks on steganography by utilizing the
weaknesses of steganography. Thesemethods are visual attacks and statistical attacks
[6]. Visual attacks explain the difference between noise and visual patterns, while
statistical attacks to detect the steganography method used. Because the method of
attack on steganography has been found, problems arise how to provide security
for data so that data can be hidden. Besides, confidentiality can also be maintained
from the parties who are not authorized to access it. Therefore, to increase data and
information security, in this study, we implementmessage encryption (cryptography)
while hiding data and information in image files.

This paper is organized as follows. Section2describesRijndael andLSBsteganog-
raphy theory. Then, Sect. 3 introduced literature review where different methods of
hiding information are discussed. Next, Sect. 4 discusses the research method of this
paper. After that, Sect. 5 explained results and discussion. Finally, Sect. 6 presents
conclusions and references used at the end.

2 LSB Steganography and Rijndael Algorithm

LSB is a technique commonly used to encrypt confidential information and to decrypt
it. The way the LSB method works is to change the cover image’s redundant bits
which have no significant effect on the bits of the secret message. Figure 1 showed
the LSB method mechanism in 8-bit images by using 4 bits of LSB [7].

Figure 1 showed LSB application using the 8-bit pixel-based image media (gray
value). Each 8-bit pixel is divided into two parts, namely 4MSBbits (most significant
bits) and 4 LSB bits (lowest significant bits). The LSB part of the message to be
inserted is changed to the value. After each pixel has been sprinkled with a secret
message, it is reconstructed into a complete image that resembles the original media.
In human eyes, the advantages of LSB are less suspicious, easy to enforce, and high
eternal transparency. On the other hand, LSB’s drawbacks include robustness and
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Fig. 1 LSB mechanism

sensitivity to filtering, and scaling, rotation, adding noise to the image, and cropping
can damage confidential messages [8].

The Rijndael algorithm used substitution, permutation, and a number of rounds.
Each round used a different internal key. The key of each round is called around key.
However, unlikeDESoperates bit-oriented,Rijndael operates in byte orientation. The
goal is to minimize software and hardware resources. The Rijndael algorithm works
on 128-bit blocks with 128-bit keys with the AddRoundKey process. AddRoundKey
is to do XOR between the initial state (plaintext) and the cipher key [9]. This stage
is also called initial round. The process carried out in each round is:

1. SubBytes: byte substitution using a substitution table (S-box).
2. ShiftRows: shifting array state lines in wrapping.
3. MixColumns: scrambles data in each state array column.
4. AddRoundKey: perform XOR between the current state of the round key.

The Rijndael algorithm has three parameters [10]:

1. Plaintext: a 16-byte array, which contains input data.
2. Ciphertext: an array of 16-byte size, which included the results of encryption.
3. Key: an array of 16-byte size, which contains a ciphering key (also called a cipher

key). With 16 bytes, both the data block and the 128-bit key can be stored in all
three arrays (128 = 16 × 8).

3 Related Research

Data security and confidentiality are essential aspects needed in the process of
exchanging data on the Internet network. Two techniques can be used for data
protection, namely cryptography and steganography. Several studies related to
cryptography and steganography, for example, Syawal et al. [11], proposed text
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message encryption usingVigenere cipher algorithm andLSB technique for inserting
messages into images. The proposed encryption was programmed in MATLAB
2014b. The object of research is to enter text into the image to produce hidden
files and cannot be accessed by unauthorized parties.

Then, Purba et al. [12] has conducted a study Implementation of Text Message
Steganography into Sound Files (.Wav) with Byte DistanceModification in the Least
Significant Bit (LSB) Algorithm. The purpose of this study is to hide files with the
extension .txt and files ending in .Wav. Data bits are hidden or secured using LSB
into the audio media. The result of the study found that the bit values are inserted
into the audio media and are still looks like normal so as not to arouse suspicion of
the listener. Then, if extracted, it will get back the whole bit values that have been
inserted. Therefore, the results of the research show that the resulting wav stego file
has a good level of imperceptibility, fidelity, and recovery.

Utomo and Purnama [13] have proposed image steganography with the Least
Significant Bit Method for Protection of Communication in Online Media. In this
study, a message is inserted in the image file to be extracted again into a message.
This method is done to secure the message and avoid unauthorized parties from
utilizing the message.

The research conducted byUtomo and Purnama, Purba et al., Syawal et al., and the
research that the authors did together secure data by hiding the data into other data.
The difference is in the object under study, the researchmethod, and the programming
language used in developing the system. Like Purba, hide the.txt file into the file
extension .Wav. Syawal used a different algorithm. AndUtomo securing themessage
on the image file can then be extracted again into a message.

4 Research Methodology

The LSB steganography and Rijndael algorithm are implemented using the Visual
Basic Net programming language. We used modified LSB steganography method as
a medium that will hide text file information in the form of each bit data value into
the image media bit values. Data bits that will be hidden or secured with LSB into
the jpg image media. The proposed encryption scheme is like Fig. 2.

In the encryption and decryption process, users must input object image files
that will be steganography with text files that will be encrypted. Then, the data is
encrypted with the Rijndael algorithm. The Rijndael algorithm did the encryption
process using substitution and permutation process. For the decryption process, the
user enters the steganographic image file and then decomposes it with the Rijndael
algorithm so that the ciphertext file returns to the original text file. See details in
Fig. 3 the decryption process.
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Fig. 2 Encryption process
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5 Result and Discussion

This research output is an encryption scheme to secure text file. In simple application,
the process steps are insert text files as a hidden message into a digital image. It is
built using Visual Basic Net programming language, which has several supports for
digital image programming. To accommodate the image when the process of hiding
and reading the message, it used picture box control. The interface display of the
application is like Fig. 4.

The first evaluation conducted was a histogram analysis. We have compared
histogram analysis of the original image and stego image that has been inserted
with the text file. The result is in Table 1.

The peak signal-to-noise ratio (PSNR) method is used to determine image quality
as a comparison of the quality of the stego image with the original image (cover
image). The term peak signal-to-noise ratio (PSNR) is a term in the engineering field
that states the ratio between a digital signal’s maximum possible signal strength and
the noise power that affects the signal’s correctness. Since many signals have a broad
range of dynamics, PSNR is usually expressed on a logarithmic decibel scale [14].

Fig. 4 Encryption/decryption interface application
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Table 2 MSE, PSNE, and MSE results

Image MSE PSNR NSR

Cover image Dosen.jpg 414.9138 22.0142 15.7063

Stego image Dosen1.jpg 410.4317 21.9629 15.6550

Cover image Kolam.jpg 408.2399 22.0304 15.3456

Stego image Kolam1.jpg 404.2999 21.9541 15.2694

The formula for calculating PSNR is as follows:

MSE = 1
mn

m−1∑

i=0

n−1∑

j=0

[I (i, j) − K (i, j)]2 (1)

PSNR = 10 · log10
(
MAX2

1

MSE

)
(2)

PSNR was defined through the signal-to-noise ratio (SNR). SNR is used to
measure the level of signal quality. This value is calculated based on the comparison
between the signal and the noise value. Signal quality is directly proportional to the
SNR value. The higher the SNR value, the better the quality of the signal produced.
Table 2 showed the results of calculation of values PSNR which is represented on a
decibel scale (dB) [15].

As the calculation results in Table 2 show, inserting a text message with different
sizes will yield different MSE and PSNR values. The greater the size of the message
file, the higher the value of MSE and the smaller the value of PSNR, the smaller
the size of the message file, the smaller the value of MSE and the higher the value
of PSNR. If the PSNR value is low, it can be said that the image quality is getting
worse, which means the quality of the image is physically poor. Whereas the image
quality is still good if the PSR value is large, which means that the damage to the
image is relatively small.

6 Conclusion

From the research that has been done, it can be concluded several things, namely
steganography is a very efficient and powerful technique that allows to send text files
safely and hidden. The LSB method that is applied to the message hiding process
does not significantly affect the quality of the cover image.
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