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Abstract

Increasing internet network traffic in a Local Area Network (LAN) will impact to internet access performance. Abnormal internet traffic
monitoring system is very important to detect anomaly usage of intemet bandwidth. In Islamic University of Riau (UIR) one of the issue
related internet usage and normal method is by tapping a monitoring computer to the main terminal of LAN or source of internet provider.
This research proposes a new method of monitoring system that gives detail information by using traffic behavior method and history of
traffic connected, whereas detail information of internet bandwidth used is monitored for analysis. In this research case location is in
Islamic University if Riau, Indonesia campus LAN area. Results shows graph of monitoring in day time because of student activities only
in that time, various website and link access by students and stafT in the campus be able to captured including duration with specific time.
This method gives continues and accurate data to capture anomaly data use including Internet Protocol (IP) address of computer or device
connected. The system help operator to give report related to internet usage and user who connected as well as data used in automatic
system.

Keywords: Internet usage; Detection; LAN; UIR.
find three representative VoIP anomaly attacks of flooding that
1. Introduction could be easily exploited in the real VoIP neffork. In [10] discuss

on a Storm, Flink, and Spark streaming for online Internet traffic
. i monitoring system based on Spark Streaming. The system com-
The rapid increase of internet usage today causes demand for good prises three parts, namely, the collector, messaging system, and
quality of service need to be improve, it’s not just being connected  groam processor ‘Considered the TCP pe,rformance moni[oril,'lg .
to the internet furthermore gives faster connectivity and access to special use case: of showing how network monitoring can be per-
internet. In order to provide good services for internet access to the a-rned with our proposed system.
user many things need check and some more problem is facing de- Nelworkafﬁc anomaly delection is an important part in network
pend on case. Some research related to the internet access and ab- security. Empirical Mode Decomposition (EMD) on the network
normalfiPisage have been done by others researches as mention e calculate the weighted self-similarity parameter based on the
[11. [2] 16 Solve the problem that abnormal traffic including Internet gy 1nyringic Mode Functidfll analyze and detect suspicious ac-
worm and Peer to Peer (P2P) downloading has occupied the LAN'S 30506 6 proposed by [11]. Network traffic monitoring system ori-
bandwidth, a danger-theory-based m&l o detect anomaly traffic ., o q [Py6, the system use for collection NetFlow data to make sta-
in LAN. Another research discuss in Distributed Denial of Service  jqics and analysis. The key technologies used in the system were
(DDoS)tacks, can be very dangerous and cannot be easily pre- introdu@Jand the main framework of the system was given. The
vented, PDOS ElAIEL [y RIS G ol sl VRl il e M system can display details of the network traffic and response to
ll}e nElW()I‘!LThlS approach reads traffic ‘d,:ua and fromthat itispos-  Jp 0o 1t ffic, Tt can mhe security requirements of the next
sible to build a model, by means of which future datamay be pre- o eration Intemet [12]. Propose a real-time anomaly detection
dicted and compared with observed data, in order o detect any ab- o0 e og o0 Lémic A de-
"0"?"‘1@?11'3 [3]. In [4-6] elaborated detection of network abnor- o ion algorithm. A distributed steam computing technology. Ex-
mality which can determine whether a LAN is suffering from a o 5 o0 results from evaluation by real-world dataset for real-
flooding attack within a very short time unit. The detection engine ;110 36 maly detection solution in high-speed network [13].
of the system is based on the incremental mining of fuzzy associa-
tion rules from network packets, in which membership functions of  'Neyywork administrators to ensure that all the users within network
zy variables are optimized by a genetic algorithm. get fair share of bandwidth, any bandwidih limit violations are iden-
Intrusion Detection Systems (IDS) monitor inbound and outbound  irjed and provide some additional controls like denied access to
network activity. identifying suspicious traffic. IDS compare typi- |4 yicular websites, etc. To achieve this, network administrators
cal network activity with daily network activity, searching for 1 oior a1l the traffic between the LAN in campus-wide network
anonﬂ)us traffic. If the IDS detects anomalous traffic, it sends an .4 (he qutside Internet world. This monitoring is typically
alert for classification of normal traffic and the set of selected at-  , pioved by capturing and analyzing the traffic logs at the Proxy

tacks [7], [8].In [9] discuss on the use of a flow-based “Be OVEr gorver, installed between the LAN and the outside Internet. A new
Internet Protocol (VoIP) in detection of anomaly traffic that could
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method to attempt and provide EA‘ intelligent actionable infor-
mation to network administrators by analyzing and predicting the
Internet access behavior at network layer using machine learning
algorithms . By network layer that focus on characterizing traffic at
IP address level as discuss by [14-16]. In this research propose a
new method for detection of internet access usage abnormality in
LAN of Islamic University of Riau based on internet access from
user, some algorithm and method implement to achieve accurate
detection and data classification in this data tapping to main net-
work of the LAN. This research aims to analyze abnormality in in-
ternet usage in Local Area Network (LAN) at Islamic University of
Riau (UIR) campus. Furthermore, detection of abnormality usage is
notonly in which area or user but the data usage and access to which
website.

2. Network development life cycle

Traffic monitoring is a better method than network monitoring, this
method can see the actual packet of traffic on the network and gen-
erate reports based on traffic on the internet network. In this case it
is not only to detect equipment that uses internet access excessively
but also to determine whether a component is overloaded or poorly
configuration and connection. In the system that will be developed
using Network Development Life Cycle method (NDLC), which is
a process approach in data communication that describes the cycle
of no beginning and end in observing the network as the following
stages.
e Analyze the need to conduct research of existing problems,
network topology at UIR campus.
e  Designing a network monitoring schedule in a very precise
time scale to produce accurate results and data.
e  Simulation of prototype done by execution of research on in-
ternet network at UIR campus.
¢ Implementation and analysis of monitoring results using ap-
propriate methods to produce good detection.
e Management of network bandwidth allocation by administra-
tors.
e Location to be done in detecting abnormal is UIR campus
leased line network.

2.1. Simple network management protocol (SNMP)

The SNMP is the Internet Protocol Suite, created by the Internet
Engineering Task Force (IETF) in 1988. The initial goal of creating
SNMP protocols in managing the various devices is increasing as
the Internet grows. SNMP was developed to provide basic and casy
network management tools implemented for Transmission Control
Protocol / Internet Protocol (TCP/IP) protocols. SNPM is a protocol
of the Application layer used for network management systems,
monitoring network devices so that it is easier to provide infor-
mation for network managers.

The SNMP management server can test to check the status of the
connected network devices physically. In the data link layer, the
SNMP management server is used to configure, enable, and disable
connections on the network. The SNMP management server can re-
ceive outhound and incoming data frame of the network, and know
the error on every device that is communicating. In the network
layer, the SNMP management server checks IP address assign-
ments, address translation tables, and routing tables. In the transport
layer, the SNMP management server can calculate the duration of
device connections with TCP, so the SNMP management server is
able to calculate TCP Traffic and User Datagram Protocol (UDP)
as well as calculate the error. Thus SNMP can be used for surveil-
lance, statistical collection, job inspection and security of a net-
work.

2.2. Wireshark

Wireshark is a network packet analyzer to capture network packets
and try to display packet data as much as possible. This Wireshark

2

of glwork packet analysis as a measuring tool used to check what
is going on inside the network cable. such as a voltmgely used by an
electrician to check what is going on in a power cord (but at a higher
level the past, such this tools were very expensive and exclu-
sive. The advent of Wireshark all of that has changed, Wireshark is
one of the best open source packet analyzers available today. There
are some examples of advantages using Wireshark such as:

e  The network administrator uses it to troubleshoot network
problems.

*  Network security engineers use it for check security is&s.

e  The developer uses it for the implementation of the debug
protocol.

*  People use it to learn the intemal network protocol.

Besides these examples of Wireshark that can help in many other
situations as well. The following are just a few of the many features
of Wireshark available.

*  Available for operating systems such as UNIX and Windows.

e  Capture of live packet data from the network interface.

e  File containing the captured packet data with TCP dump or
WinDump, Wireshark, and a host of other packet capture pro-
arams.

e Import the packet from a text file containing the hex dump
from the data packet.

e  Package view with very detailed protocol information,

*  Save packet data captured.

*  Export some or all packages in a number of file capture for-
mats.

e  Filter packages on many criteria,

*  Search for packages on many criteria.

e  Screen Colorize package based on filter.

3. Traffic monitoring system

Internet network connection system used in UIR is mesh topology
which peer internet network from an Internet Service Provider (ISP)
centre in Information Technology (IT) centre of UIR and then di-
vided again by using access control at Mikrotik system. In every
faculty installed a switch then directed to access point. Internet net-
work in BAIT used also login system to access intemet for security
and to control users accessing network system, by using local server
as a ol to perform student data fitter which use internet access is
UIR student. Login access menu use data of Student Registration
Number (NPM) every student in UIR has it. To check the amount
of data access and internet needs of students who continue to in-
crease researchers do internet traffic usage analysis in UIR.

= -
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Fig. 1: Internet Monitoring System Diagram
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InFigure 1 shows the design of monitoring scheme to be conducted
in this research. Researchers use the port path on the router con-
nected to the ISP, on the router port will be connected to Personal
Computer (PC) monitoring in order to analyze internet usage traffic
in UIR campus. The tools use will be installed on the PC monitoring
which is Wireshark, to check the detailed topology of the UIR net-
work structure along with each Internet Protocol (IP) in each Fac-
ulty with in UIR campus as elaborate in Figure 2.
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Internet bandwidth scanner model in this scenario with gmple
Ethernet client model by adding SYN scan and banner grab. Abnor-
mal behaviors caused by SYN scan and banner grab are considered
to the procedures between nodes in this abstracted simulation. For
SYN scan, when scanner sent SYN scan packet and received
SYN/ACK Packet, it should not reply ACK packet and any others
to target. For automated banner grab, scanner makes full connection
with the target host and send a small amount of packet after SYN
scan [17].

The ng scanning process for each periodic of scanllowing Pois-
son distribution ng. (K, Tsc) with parameter Ay (k= 1,23, ..., ng.).
The probability that m scan events of ki scanner occurs, where Tq.
is a scan period and npoype is the number of target ports, can be as

follows:
.v:svuasa L_W-L' Yo

Acces Poing

m A, Tac
P, (k1) = e 1) " e TTE

wherel, = n
m!

port (n
Detector model for the follmn)mposed method, abnormal behav-
ior of internet use based on scan detection and is revised normal
Ethemet server model.

The topology of scan scenario adopts a simple mesh networks as
shows in figure 2. Int service provider of this scenario come
from single source with backbone network makes a connection be-
tween scanner and detectors. The number of detectors keep increase
and connect to the mesh routers per each data collection [18].
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Fig. 2: Monitoring System Diagram Setup in UIR Campus.

Sniffing is the process of analyzing data packets on a computer net-
work system, one of ability is to monitor and capture all connected
network traffic regardless of who it is sent to. To analyze the data
packets that pass on the Internet network and measure the optimal
or not the use of the Internet network and can find the peak time of
accessing the internet highest by doing sniffing.

4. Results and discussion

In the process of building an optimal network is required the results
of traffic analysis of Internet usage by the user because with the data
analysis results can be used to evaluate the design of a more optimal
network system again in performing bandwidth management for
user needs. In this research analyze internet traffic usage by using
Wireshark tool to do sniffing at router and Mikrotik to get packet
from a network and do filter data packet of type HTTP because
HTTP type data which is often accessed by internet user.
Monitoring for the first day of internet traffic as shows in figure 1
the results is in normal traffic, there is no significant bandwidth use
by clients accessing.

Wireshark 10 Graphs: har 1
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Fig. 3: Monitoring of Traffic in First Day with Normal Bandwidth Used.
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Figure 2 shows traffic of internet at LAN Islamic University of Riau
in second day of monitoring, traffic shows there is a peak point of
traffic at mid of day.
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Fig. 4: Monitoring of Intemet Traffic in Second Day.
In fourth day of monitoring, in overall normal traffic usage of band-
width although some peak accessing in mid of day as shows in fig-
ure 5.
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Fig. 5: Monitoring of Intemet in Day Fourth.

Monitoring traffic in days sixth a bit busy and figure 6 shows double
peak in the late of afternoon.
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Fig. 6: Day Sixth Monitoring of Internet Traffic.

§

Traffic usage monitoring in day seventh as shows in figure 7, low
traffic usage and a peak accessing in early morning. The low traffic
because of start midierm examination and most of student’s study
in the library of less usage of internet.
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Fig. 7: Monitoring of Intemet Traffic in Seventh Day.

Traffic in LAN monitoring in the eighth day is a peak accessing in
late of afternoon while the rest of time is normal as shows in ligure
8.

Fig. 8: Internet Bandwidth Usage in Traffic Monitoring Day Eighth.

While in the ninth day of traffic monitoring shows a peak in the mid
of day as shows in figure 9.
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Fig. 9: Monitoring of Internet Traffic in Ninth Day.

In the nineteenth day traffic shows in figure 10 with difference be-
havior with double peak in early of day as well as mid of day, this
case has been analyzing due to clients streaming in group then then
suddenly bandwidth drop and canceled streaming.
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Fig. 10: Traffic of Internet in Nineteenth Day.

In day twenty-third traffic of internet shows in figure 11 is normal
bandwidth usage with fast changing of bandwidth.
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Fig. 11: Monitoring of Internet Traffic Day Twenty-Third.
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Lastly, in the day twenty-seventh traffic usage shows in normal but
some spike usage of bandwidth as shows in figure 12.
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Fig. 12: Monitoring of Intemet Traffic in Twenty-Seventh Day.

Monitoring of traffic have been done as long 30 days, while student
active in lecture activities thus most of students in the campus.
Based on graph shows in figure 3 to figure 12, the students activities
on accessing internet is high bandwidth used because of some stu-
dents accessing video and online streaming. This data will assist
University management as recommendation for them to make deci-
sion on allocation internet bandwidth to students and staff.

5. Conclusion

This research applies in Islamic University of Riau campus LAN,
internet access is very important for students and lecturer. Based on
research and analysis in internet abnormal detection as shown in
results, some graph increasing of data usage tremendously and
down suddenly, others results shown keep increasing but maintain
that makes internet access very slow and impact to University op-
erational. Abnormal detection system found similar user to access
internet with similar website to access and link, the first is live
streaming and video conference. As results shown be able to con-
clude that increasing internet bandwidth is not main solution for
current campus issue but bandwidth manage ment is very significant
solution then follow by increasing bandwidth.
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