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 The use of the smart office concept in security has increased significantly 

recently. One of the areas of concern is the use of facial finger biometric 

technology for authentication systems, for example, authentication to enter a 

particular room in an office. This paper aims to describe a new prototype for 

office door automation and security that combines facial biometric technology 

and NodeMCU. Hopefully, this system will help increase the safety and 

comfort of office employees with easy installation and low cost. This system 

automatically controls (opens or closes) the door based on the biometrics of 

the user’s face registered in the database on the NodeMCU microcontroller. 

The main system comprises a NodeMCU microcontroller, face sensors, and a 

door lock system. 
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1. INTRODUCTION 

The current development of information and communication technology offers convenience to users 

from various walks of life. One of the technologies currently being developed is smart office technology [1], 

[2]. The concept of a smart office is getting real, along with the increasing number of work activities integrated 

with digital technology and the internet. In simple terms, smart office is a collaboration of smart technology 

and the internet of things (IoT) implemented in a work environment. Smart office deployments help employees 

work smarter, better, and faster. In addition, the technology contained in smart office also helps businesses 

maintain spending efficiency and asset security. The technology embedded in this smart office usually includes 

building technology, security, front desk, meeting rooms, and other technologies [3]–[5]. 

A smart office is a combined system of technology and services specialized in office convenience 

with functions aimed at increasing efficiency, and security for owners and employees [6]. A smart office is an 

environment with information and communication technology that can support work by means of efficiency 

and social interaction functions [7] according to Shorten and Khoshgoftaar [3] revealed, there are four 

advantages of a smart office that the office industry inevitably has to pay attention to, namely: “1) smart office 

educates workers; 2) smart office is a highly integrated ecosystem; 3) smart office supports remote work; 4) 

smart office keeps workers safe. Access control and authentication, security, asset monitoring and protection, 

environmental management, energy-saving products, entertainment and audio distribution, home control, 

lighting, and appliance control are a few areas where smart office development is concentrated. Then a smart 

office can be considered as a super system of subsystems that are interconnected with buildings [8]. Smart 

office requires connectivity all systems and equipment in a building. This helps leaders to visualize information 

and make quick and correct decisions. Smart office is created using various strategies. Through building 
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automation or building management systems, automatic centralized control of various building sub-systems, 

namely lighting, air temperature control, ventilation and air conditioning, and other systems [9].  

The goal of a building automation system is to increase the efficient operation of the building management 

system, occupant comfort, and reduce energy consumption and operating costs, as well as increase the utility 

life cycle [10]. In the research of Siswanto, Wu et al. [11] they proposed a simple IoT-based home security 

system implemented using fingerprint biometric technology. This system is demonstrated using a prototype 

consisting of hardware and software components. The hardware includes a fingerprint sensor, microcontroller, 

wireless network router, application server, and smartphone. All components connect to the home network 

wirelessly, making the system easier to implement at a lower cost. Mosavi et al. [12], they designed a light and 

fan control system automatically based on the intensity of sunlight. This research has successfully proposed 

low-cost and user-friendly energy saving in smart offices. This aligns with research by Palanisamy and 

Thirunavukarasu [13], who designed an application that can help everyone control and monitor the use of home 

lights remotely using only a smartphone connected to the internet. This application uses the help of a 

microcontroller as a tool that can control electrical switches connected to mini servers connected to the 

network. 

Furthermore, Sadowski [14], proposed an IoT-based smart model for smart offices. This can help 

provide an effective work environment by focusing on two aspects. The first aspect is to remotely control all 

the devices in the office with a smartphone. The second and third aspects are increased security and safety. 

Furthermore, in Saura et al. [15] presented a smart monitoring and control automation system using remote 

technology (LoRa). The proposed LoRa-based system consists of a wireless communication system and 

various types of sensors, operated by a smartphone app and powered by a low-power battery, with an operating 

range of 3-12 km. The system connects the android phone and the microprocessor (ESP32) via Wi-Fi on the 

sending end. The ESP32 module is connected to the LoRa module. At the receiving end, ESP32 modules and 

LoRa modules without Wi-Fi were used. The study obtained correct environmental data, fire detection with 

90% accuracy, and switching functionality with 92.33% accuracy at a distance of up to 12 km, demonstrating 

good system performance. The proposed system with a modular design has proven to be very effective in 

controlling and monitoring household appliances from a greater distance with relatively lower power 

consumption. Then in prentice’s Nallaperuma et al. [16], Schulz et al. [17] developed and evaluated smart 

office applications. 

Although many previous studies have designed security systems for smart offices based on the IoT, 

the current system still has several gaps that need better development. Recent and previous studies by other 

researchers have reported many studies applied in the smart office environment. However, to our knowledge, 

no specific work designs a smart office using node-mcu microcontroller-based facial sensors and sends data 

using a Wifi network. Designing a smart office authentication system using face sensors can help reduce virus 

transmission impact, such as using fingerprint sensors. 

This paper describes the design of a smart office prototype for the security of office doors or certain 

room doors with face sensors and the NodeMCU microcontroller. In our daily lives, security is a fundamental 

concern, and digital locks have emerged as a crucial component of this security system. Smart offices can be 

secured with a wide variety of security technologies. Biometric systems, digital lock systems, RFID-based 

security systems, and electronic code locks are a few examples. 

Currently, the biometric system is the choice for authentication systems. Biometric authentication 

comes from the greek word bios which means life and metron which means measure. then it can be interpreted 

as the study of automatic methods to recognize humans based on one or more parts of the human body or the 

behavior of the human himself have uniqueness. In the world of information technology, biometrics are 

relevant to technology that is used to analyze physical and human behavior for authentication. For example in 

human physical recognition, namely by recognizing fingerprints, retinas, irises, facial patterns (facial patterns), 

signature (signature), and how to type (keystroke) [18]–[20]. 

One of the most accurate biometric technologies is facial biometrics. Everyone has different shapes, 

structures, and facial expressions [21]. In addition, facial biometrics is the most accurate identification 

technology because the face is the part of the human body that is most easily recognized. This biometric 

technology works by analyzing and detecting the most accurate points on the face for identifying a person’s 

identity [22], [23]. In the process of detecting facial characteristics, three levels of facial characteristics are 

detected. The are three levels of facial characteristics in facial biometric technology [24], [25]:  

− Level 1, the characteristics of this level are the most easily observable characteristics of the face. Generally, 

at this level, the system will detect the shape of the face (geometry) and the color of the facial skin. 

− Level 2, this characteristic detects a person's face from the facial structure. This facial structure is a 

component of the face, such as the nose, mouth, eyes, distance the eyes, and others. 

− Level 3 is the micro level where the system will detect the most accurate point. this duck is part of the face 

that is not structured. For example, changes in skin color, scratches, facial skin texture, and others. This 
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biometric technology is often used as a security system. Not only that, but even in other countries this 

technology has been used to tackle crime. In fact, this technology has been used in Singapore as a primary 

identity, such as an identity card. 

 

 

2. METHOD 

This research is experimental. The main objective of this research is to design a facial recognition and 

biometric system for implementation in smart office environments. Then, evaluating the performance of the 

designed system is an important task that must be completed, as stated in the background of the research 

problem. To achieve this goal, the design research methodology (DRM) was used for each stage of the research 

[26]. The DRM stages used in this study consist of problem awareness, suggestion, development, evaluation, 

and conclusion. 

Problem awareness and suggestions as two related steps in the general methodology of DRM were 

carried out in the first phase of the research. Awareness of previous research and research in smart office and 

biometric authentication has resulted in a good knowledge of research gaps and opportunities. It has been used 

as a basic research framework. The output of this step is a complete understanding of the basic design of 

automation and authentication systems in smart office environments and facial recognition biometric 

technology. Suggestions as a second step are related to investigations related to all the literature in automation 

and biometric authentication, especially in the smart office environment. The output of this stage is a tentative 

design which it describes the conceptual design of the proposed system. At the development stage, the output 

is a system prototype that includes technical design for monitoring, automation, and biometric authentication, 

especially in the IoT and smart office environments. The design of the prototype is as shown in Figure 1. 

 

 

 
 

Figure 1. Hardware prototype design 

 

 

The function of each component is described here: 

1) Face sensor (ESP32 CAM) functions as a sensor that receives facial images. The sensor generates digital 

data to create facial biometric templates and stores the data in a database for the first time and an input 

device to authenticate facial biometrics later. facial recognition works by mapping the unique geometrical 

face of someone who has been registered. The facial geometry in question is the distance from the chin to 

the forehead, the distance the eyes, the length of the jawline. 

2) The microcontroller board is the system’s hub and manages all input and output activities. It takes data 

from facial sensors, and then processes it, stores it in memory, and communicates with the network. 

3) The power supply functions to change the current voltage so that it does not exceed the maximum limit of 

the device. Then it becomes backup power in the form of a battery. 

4) In this design, the relay functions as a switch (connector and circuit breaker) to operate the solenoid valve. 

5) The water flow sensor requires a voltage of 5V, therefore, a step-down module is used to reduce the power 

supply voltage from 12V to 5V. 

6) Solenoid door lock is an electronic device that can secure doors. 
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Evaluation is an important step in DRM that creates an important part of knowledge and lessons 

learned about the designed system and problem areas. The system is evaluated based on the proposed biometric 

authentication to measure whether it will achieve the performance and security that the user requires.  

The evaluation will involve mathematical and statistical data which ultimately supports the results and 

conclusions of the research. The last step is the conclusion. This step identifies research contributions and 

limitations and processes research reports future research. 

This research intends to implement face authentication at the main door in a smart office environment. 

When this prototype is implemented in a smart office, an authorized employee is required to register his facial 

data with an application stored on the microcontroller. Employees scan their faces using the face sensor (ESP 

32 cam). Scan results are stored in digital format in the microcontroller database. After that, the facial 

recordings are processed by generating a list of unique pattern features. The facial pattern feature is stored in 

the database. When employees scan their faces, the patterns generated from the faces will be matched with 

those stored in the database. If the two data match, then the microcontroller sends an approval signal to the 

switch to unlock the door and grant access to the employee. The flowchart in Figure 2 shows the process flow 

of the proposed system. 
 

 

 
 

Figure 2. The process of prototype design 
 

 

A client-side and server-side Algorithms 1-4 have been developed to show the basic authentication 

process. The process is divided into the enrolment and verification:  
 

Algorithm 1. The client-side algorithm for the enrolment process 
User scans face using face sensor (ESP 32CAM); 

Capture face image; 

Extract face image; 

Create face template; 

Send face template to the microcontroller server for enrolment; 

 

Algorithm 2. The server-side algorithm for the enrolment process 
Receive face template from sensor; 

Store face template in the microcontroller database; 

 

Algorithm 3. The client-side algorithm for the verification process 
User scans face using sensor; 

Capture face image; 

Extract face image; 

Create face template; 

Send face template to the microcontroller server for verification; 
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Algorithm 4. The server-side algorithm for the verification process 
Receive user face template from sensor; 

Compare user face template with existing data in the microcontroller database; 

if (user face templates match) { 

open door; 

else 

display warning; 

} 

 

 

3. RESULTS AND DISCUSSION 

This study aims to apply facial sensors for authentication at the main office door or particular doors 

that are implemented in an intelligent office environment. When this system is implemented in a smart office, 

company employees are asked to register their facial data with a simple application. The data will be stored in 

the NodeMCU microcontroller memory. 

There are several stages in identifying facial characteristics. The first stage is the acquisition of facial 

biometric images. In this first stage, the system will digitally acquire a facial image. This acquisition process 

uses a scan tool or sensor with an infrared heat scan. The second stage is facing detection. After the system 

gets an image of the face, this facial biometric system will detect the face’s shape, color, structure, and texture. 

In fact, this detection is also carried out on facial expressions and poses in its development. At this stage, the 

system will detect many points that are believed to be the most valid points. The third stage is the process of 

feature extraction and face matching. The final stage of the facial recognition process in this biometric 

technology is extracting the facial features and performing the matching. The extraction and matching process 

is carried out using three approaches, namely appearance-based, model-based, and also texture-based. Of the 

three approaches, the texture-based approach is the most accurate. Figure 3 describes the configuration of 

biometric facial authentication using facial recognition biometrics. Hardware design is a design tool for 

building prototypes for smart office buildings. 

 

 

 
 

Figure 3. Hardware prototype design results 

 

 

In the process of registering and authenticating user face biometrics, simple coding is made here from 

the Arduino IDE. A user must register his face so that it can be recognized in the NodeMCU microcontroller 

database. After being registered, the user will be allowed access to the prototype of the house that has been 

designed. Figure 4 shows the code from the face authentication and enrollment process for door locks in a 

smart office environment. 

Figure 5 describes the process of recording facial data. First, the user must register the face of the 

finger. The first step is recording digital data, verifying that the recording process is complete and that 

converting fingerprint data into a digital template is successful. After successfully recording into the database, 

the registered digital facial templates can access the smart office environment. Figure 6 shows the authorized 

authentication process. 
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Figure 4. Face recognition program code 
 

 

Whereas for users who are not registered in the database, the system will automatically refuse to gain 

access to the smart office environment. This is one of the advantages of a biometric system where there is no 

reason to forget passwords or keys because everything can be done with biometric technology in both the 

physical category of the body and human behavior. For the identification information rejected by the system, 

it can be seen in Figure 6. 
 

 

  
 

Figure 5. Authorized authentication process 
 

Figure 6. Denied authentication process 

 

 

Based on the tests, this prototype can work well in recording data and authenticating registered users 

in the database. A facial identification biometric system provides a good solution for door security in a smart 

office environment. A new prototype of a cost-effective biometric facial identification technology is proposed 

in this paper. It gives a basic idea of integrating door lock, face sensor, NodeMCU microcontroller, and door 
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lock with a simple application. As a trend on biometric system security, this architecture will require 

implementation in real systems so that this system can provide better benefits. The future will be created for 

hardware and software design to see the capabilities of this system in secure smart offices. The author predicts 

this architecture is very economical. 

 

 

4. CONCLUSION 

The use of biometric fingerprints for door security systems in smart office environments using the 

NodeMCU microcontroller can be an alternative for reliable and low-cost smart office environment security. 

All the components used are relatively cheap and widely available in the market. It is expected that this system 

can provide functions similar to real systems for security in a smart office environment. 
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