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5.1 INTRODUCTION 

 

Security is one of the factors to consider in buying a new home. The smart 

home is an emerging technology that offers convenience to the users, 

and it improves various aspects of human life including the home 

security. It is referred to as smart house or home automation. The smart 

home had emerged and developed since the 1960s when the first home 

automation processing device named Echo IV was designed. The 

machine, a private venture by a Westinghouse engineer, was designed 

to control home temperature and turn on the appliances at home (King, 

2015). Meanwhile, Smart House term was first coined in 1984 by the 

American Association of house builders (Aldrich, 2003). Next, in 1994, 

BESTA Norway started the project, namely Smart Home technology for 

elderly housing  (Faanes, 2014). However, until the year 2000, the 

concept of smart home has not been too popular in the community. The 

discussion of smart home becomes intense in late 2013 as the technology 

attracted attentions of many homeowners. 

 

The functionalities of Smart Homes are (Blanson Henkemans, Alpay, and 

Dumay, 2010): 

1. Monitoring of measurements (for example meal intake, motion, 

and other activities of daily living, whereby  critical situations  are 

detected; 
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2. Security monitoring and assistance of domestic threats (intruders). 

Assistance includes notification of external relevant actors; 

3. Safety monitoring and assistance of environmental hazards (for 

example, fire or gas leak). Assistance contains automatic turning 

on and off bathroom lights when getting out of bed and 

facilitating safety by reducing trips and falls; 

4. Physiological monitoring of physiological measurements (for 

example temperature, pulse, respiration,  and blood pressure, as 

well as blood sugar level);  

5. Social interaction monitoring and assistance of social interactions 

(e.g., phone calls, visitors, and participation in activities). Assistance 

includes technologies that facilitate social interaction (e.g., video-

based components that support video-mediated communication 

with friends and loved ones and virtual participation in group 

activities); 

6. Cognitive and sensory assistance of automated or self-initiated 

reminders and other cognitive aids for users with identified memory 

deficits (e.g., medication reminder and management tools, lost 

key locators). Aids include task instruction technologies (e.g., 

verbal instructions in using an appliance) and aids for sensory 

deficits (e.g., sight, hearing, and touch). 

 

Current smart home technology promotes security and green living. One 

term that is often used is sustainable smart home that ensures a minimum 

energy consumption from the electrical appliances in the house. The 

rapid development of mobile technology allows homeowners to 

connect various electronic appliances in the house to an integrated 

system that is accessible through a smartphone or other gadgets. The 

appliances include lights, thermostat, coffee machines, refrigerators, 

washing machines, televisions, multimedia systems, and video 

surveillance (Hendricks, 2014). The high level of automation enables 

comfort, control and security of any part of the property.  
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Building smart homes needs integration of different computing 

technologies, such as ubiquitous computing, context-aware computing 

or home automation technology (Vilas et al., 2010). Unlike 

desktop computing, ubiquitous computing is carried out using any 

device, in any location, and in any format. It supports automatic 

interactions among residents, computer-equipped devices, and the 

home environment which lead to an intelligent home automation 

system. 

 

Home automation systems have the following advantages (Puri & 

Nayyar, 2016; Vinay Sagar & Kusuma, 2015) : 

1. User convenience:  Electrical devices and appliances can be 

controlled without the need to physically close to them, all the 

instructions can be given via smartphones and users can sense 

relaxed and full comfort.  

2. Security: Home automation system provides biometric security 

systems and surveillance via video CCTV or webcams which can 

be accessed from anywhere and everywhere through the Internet. 

3. Flexible control: Electrical devices and appliances can be 

controlled remotely from anywhere. 

4. Cost effectiveness: Smart sensor technology will turn off appliances 

or devices when it is no longer being used. It helps in energy-

saving.  

 

The smart home also provides a system that authenticates homeowners 

to get access to the building for increasing the home security. It aims to 

improve the quality of life and safety of its occupants. The system allows 

electronic control of the house for the homeowners with only a few 

buttons that are connected to the simple telecommunications system.  

 

Although smart home provides home automation and security features, 

many homeowners are not yet ready to go for it. It is due to the reason 
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that designing and installing a hardwired smart home system is expensive 

and inconvenience especially in existing occupied homes. Hence, a 

simple and cheaper alternative is needed. Wireless smart home system is 

one of the solutions to overcome the issue.  Unlike the hardwired system, 

the wireless smart home offers a simpler installation process and cheaper 

in costs. It is expected that the wireless system can provide homeowners 

with the similar functionalities and experience as the hardwired do.  

 

5.2 SMART HOME SECURITY SYSTEM 

 

A smart home system offers an automated mechanism for monitoring 

and controlling the home temperature, multimedia devices, windows, 

doors, alarms and others through a computer-based system (Bregman, 

2010). The automated mechanism for monitoring and controlling the 

doors, windows and alarms is part of home security system that protects 

the residents from danger or threat of criminal acts or other unexpected 

events that disturb their privacy and safety. The system may use a 

numerical code such as a password, a personal identification number 

(PIN) and passphrases, security tokens like smart card, and biometric 

authentication methods for home authentication and access 

(Ishengoma, 2014).  

 

Numerical codes and security tokens are considered as the common 

authentication method, and they have been used for this purpose for a 

quite a long time. The utilization of the unique features of human body 

parts has made the biometric technology an emerging trend for 

authentication. Biometric systems use human features to allow access to 

authorized people only. Individuals that have entered their unique 

feature in the database for identification are allowed access only. The 

technology can be defined as automated methods for recognizing 

human individually based upon one or more unique parts of their body or 

behaviours. It includes fingerprint recognition, retina, iris, face, and 

signature and keystrokes dynamics as shown in Figure 1. 
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Figure 1. Different biometric attributes 

 

 

Among the listed unique human body parts, the fingerprint is the most 

frequent part used for authentication. It is implemented through 

fingerprint recognition technology (FRT) that compares the pattern of 

human fingerprints to identify a person. In the context of home security 

system, the fingerprint can be used by the home residents for authorizing 

access to the house and unlocking the door or other main entrances. 

Since the fingerprint is unique, access to the house will only be permitted 

to the authorized residents only. This mechanism protects the residents 

and the house from being accessed by an unknown person. 

 

To date, there are many studies have been conducted in the field of 

fingerprint and smart home.  Zhou, Huang, and Zhao (2013)  presented 

the architecture of smart home management system by developing an 

Android-based application that connects to a smart gateway, jacks, and 

interview terminal. The system had a reasonable structure, easy 

expanding, and satisfying the need of smart home management. The 

system supports common communication protocols, and as well as 

running on different devices. The results of their experiment suggested 

that the system is stable and easy to operate. Khiyal, Khan, and Shehzadi 

(2009) focused on controlling household appliances against disruption 
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and providing security protection to the home when the occupants are 

away from the place. The occupants can control the household 

appliances through short message service (SMS) and they will also 

receive notification when intrusion or security breaches occur. Kaur 

(2010) designed a microcontroller based home automation system which 

focusing on the home security. The home security comprised of a 

temperature controlled cooling system, an automatic switching system,  

a password based locking system, a lighting system, and fire and smoke 

sensors. Gangi and Gollapudi (2013) implemented a locker security 

system that used fingerprint, password and GSM technology for 

activating the locking system.  The system authenticates and validates 

the user, then unlocks the door in real time for the locker secure access.  

 

Afolabi and Alice (2014) proposed a design for a door security system 

with a fingerprint sensor and a microcontroller. The microcontroller is used 

to control all of the door security system. An LCD status display is 

employed to show the operating status of the system. A door movement 

mechanism is also used in the design to make the automated door 

system moves in clockwise and anti-clockwise directions. The fingerprint 

input stage was implemented using the fingerprint sensor. The 

development of the system guarantees the home security from illegal 

intrusion. However, the system has no mechanism for home monitoring. 

Figure 2(a) shows this architecture. Tobing (2014)  designed a fingerprint 

security system consists of several components such as multiple sensors,  

a processor unit, an output unit for interacting with humans, and the 

supply voltage and current to the system. The system can also be 

controlled via a smartphone application. Figure 2(b) shows the 

architecture of Tobing’s work.  
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(a) Afolabi and Alice (2014) 

  

 

 

 

 

 

 

 

 

 

(a) Tobing (2014) 

 

Figure 2. The architecture of the existing fingerprint security systems 

 

 

 

This section explains the proposed architecture of biometrics fingerprint 

for home security known as BIOFIHS. The components of the architecture 

are fingerprint sensors, a microcontroller board, wireless network router, 

   5.3 The Proposed Architecture 
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an application server, connection to the Internet, and a smartphone. 

Figure 3 illustrates the architecture of BIOFIHS with its components. 
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Figure 3. BIOFIHS Architecture 

 

The definition and function of each component are explained below: 

1. The fingerprint sensor is an electronic device for capturing a digital 

image of the fingerprint pattern. It produced an image called a 

live scan that is digitally processed to create a biometric template. 

When the first time users use the fingerprint sensor, it produces 

digital images data to create a biometric template and stores the 

data in the database. This is known as an enrollment process. Later, 

when the users scan their finger using the sensors, the fingerprint 

image will be compared with the one stored in the database. This 

process is known as verification. The combination of enrollment 

and verification represents the biometric authentication process. 

Both enrollment and verification processes are rendered in Figure 

4. 
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Figure 4. The process of biometric authentication 

 

2. The microcontroller board is a small computer that can be used to 

make decisions, do things that are repetitive, and can interact with 

external devices such as sensors, LCD Display, and a motor for 

control purpose. It serves as the hub of the system and regulates all 

input and output activities. It retrieves data from the fingerprint 

sensor, processes and stores them in the memory. It also 

communicates with the server through the network. 

3. The wireless network router forwards the data to the server from the 

microcontroller board and vice-versa. 

4. The server processes the input and output data and runs the home 

security application. 

5. The smartphone controls and monitors the house via a remote 

network.  

 

The study intends to implement BIOFIHS at the main door of the house 

and the garage. When BIOFIHS is implemented at home, the authorized 

occupants are required to register their fingerprint data with the 

application stored on the server.  The occupants scan their fingerprints 

using the fingerprint sensors. The result of the scanning is stored in a digital 

format at the server. After that, the fingerprint records are processed by 
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producing a list of unique pattern features. The fingerprint pattern 

features are stored in the database. When the occupants scan their 

finger, the pattern produced from the fingerprint will be matched with 

the one stored in the database. If the both data match, then the server 

sends approval signal to the microcontroller for unlocking the door and 

grant access to the occupants. The flowchart in Figure 5 shows the flow 

of the process. An additional feature is also included where the system 

can be controlled remotely via smartphone. Notifications will also be sent 

to the occupants via the smartphones if intrusions or security breaches 

occur.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5. The process of BIOFIHS 
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A client-side and server-side algorithms have been developed to show 

the basic authentication process. The process is divided into the 

enrolment and verification. 

 

The client-side algorithm for the enrolment process. 

User scans finger using sensor; 

Capture fingerprint image; 

Extract fingerprint image; 

Create fingerprint template; 

Send fingerprint template to the server for enrolment; 

 

The server-side algorithm for the enrolment process. 

Receive fingerprint template from sensor; 

Store fingerprint template in the database; 

 

The client-side algorithm for the verification process. 

User scans finger using Sensor; 

Capture fingerprint image; 

Extract fingerprint image; 

Create fingerprint template; 

Send fingerprint template to the Server for verification; 

 

The server-side algorithm for the verification process. 

Receive user fingerprint template from sensor; 

Compare user fingerprint template with existing data in the database; 

if (user fingerprint templates match) { 

 open door; 

else 

 display warning; 

} 
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Biometric fingerprint system provides a good solution to home security. 

The architecture of a cost-effective biometric fingerprint system has been 

proposed in this chapter.  It gives a basic idea of how to integrate a door 

lock, fingerprint sensor, microcontroller, network router, and smart phone 

based through a wireless network. The arhitecture requires real-world 

implementation so that these systems can provide better benefits.  

 

 

Instead of a wired network, the wireless network can be used to create a 

home security system with biometric fingerprint for the existing homes. It 

provides home security that is more cost effective and convenient 

because the components are relatively inexpensive and widely available 

on the market. It is expected that BIOFIHS using wireless network provides 

similar functions as the hardwired system. 
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