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Fingerprint Template Protection In Smart Home Environment
Based On Chaotic Encryption

ABSTRACT Human Interface

Fingerprint authentication system (FAS) can protect , ,

home security and residents’ privacy. Although it is - ‘ 128 bit
seen as unique and hard to forge, existing FAS are still _:::_ ] secretkey

exposed to security attacks, due to encrypted
fingerprint information, so that communications line
can be attacked or an identity can be stolen because
the template is stored in the database. There is a need
for protection commonly known as Fingerprint [
Template Protection (FTP). This research proposes a =2 NE D

scheme for protecting fingerprint template in smart
home environment based on non invertible transform

Fingerprint

and chaos encryption. To evaluate the proposed FTP - @ e Bensor
oar

scheme, this study used histogram analysis. All results lock Piggiet

of the analysis is applicable in real-world critical

applications. Figure 2. Embedded authentication system

OBJECTIVE

* Design an enhanced chaos-based encryption
algorithm and template transformation procedure
suitable for an FTP scheme.

* Design an FTP scheme for smart home
environment.

RESULT

Based on histogram analysis, the pixels in the cipher-
image fingerprint should have uniform distribution or
indicate by a histogram that looks flat. Figure 3 (a)
shows a plain fingerprint histogram and Figure 3 (b) is
the cipher-image histogram. Histogram cipher-images
PROPOSED FTP SCHEME look flat and different from plain-image histograms.
There are two general stages in designing chaos-based

encryption, i.e. permutation and diffusion. A
permutation is to shuffle the positions of a pixel
fingerprint image, while substitution changes the pixel
value. Two chaotic map functions are used. The first
logistic map is used to randomize the arrangement of
pixels, while the second logistic map used to change

i

pixel values from the randomized image. For detail see Figure 3a. Plain Image Figure 3b. Cipher Image

figure 1.

BENEFITS AND COMMERCIALIZATION
| SR FTP design is useful for securing fingerprint templates
@ Cagie wagh from impostor attacks in smart home environments

Benefits

« Security data in line transmission in smart home
Permutated Cipher Image enVirOﬂ ment
image (I’ () - ’ .
= * Personal fingerprint protection
T

Commercialization
.dnta base

* smart home environment
Figure 1. FTP Scheme proposed

Permutation

Plain Image encryption

Template
Transformation

« smart office

PROPOSED EMBEDDED HARDWARE SYSTEM

Proposed embedded systems based on hardware
module 32 bit microcontroller, fingerprint sensor, and
human interface.
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