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I. INTRODUCTION
The oil and gas (O&G) industry 1s the world’s primary source
of energy with a very complex process for production and

mobility, and other essential petrochemical products of the
world’s population [1], [2]. The process of production and
distribution involves state-of-the-art technology at different

distribution. It is noted for the economic transformation of
the world, by supporting the demand for heat, electricity,
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levels. These levels are the upstream, the midstream, and the
downstream. The upstream segment involves exploration and
production activities such as geological surveys, onshore and
offshore drilling. The midstream segment involves operations
such as transportation, storage, and the trading of crude oil,
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natural gas, and the products that are refined. The downstream
segment covers refining and marketing. The upstream sector
plays an important role in the O&G industry, hence this paper
focuses on the upstream sector.

The O&G industry has recently experienced a downturn
due to the COVID-19 pandemic and increasing high market
volatility. In addition, the push for carbon taxes, greener
and clean energy among several countries and globally is
expected to see a long-term decline in the demand and con-
sumption of fossil fuels. Hence, there is the need to identify
the challenges of the conventional O&G sectors in order to
achieve a cost-effective and more efficient way to keep the
0&G industry more competitive.

A. CHALLENGES
The challenges faced by the conventional upstream sector and
the need for the adoption of the I4.0 are outlined as follows.

« Dwindling price of oil and volatility - The O&G has
witnessed dwindling oil price and high volatility [3]
which is expected to affect investor’s interest.

« High cost - The cost of operation such as the rise in the
costof new O&G deposits exploration and development,
cost of production especially offshore and maintenance
cost is still a major issue [4].

« High competition - The breakthrough in technology for
the commercialization of unconventional reservoirs such
as oil sands, shale gas, and coalbed methane has led
to increased competition in the O&G industry. These
unconventional reservoirs are complicated and costly to
produce Q&G on a profitable scale.

« Environmental pollution - Crude oil production is still
faced with a high risk of environmental contamination.
The call for climate regulation and emission reduction
puts more pressure on the O&G industry. In addition,
the demand for renewable energy is on the increase and
becoming more economical.

« Timely decisions and forecast - The lack of advanced
monitoring, data analytics (DA) for asset management
and collaboration between production engineers, ven-
dors, partners, consumers currently affect operational
efficiency.

« Complexity in drilling and production process - The
search for new reserve in hard to reach and extreme
places makes drilling and production process com-
plex and introduces health, safety, and environment
challenges [5]-[7].

To overcome these challenges, the O&G industry is gradually
moving towards the direction of intellectualization, digiti-
zation, and automation by leveraging on the industry rev-
olution 4.0 (IR 4.0). The IR 4.0 is aimed at enabling new
ways of production, value creation, and real-time optimiza-
tion by adopting new and emerging technologies. Some of
the technologies that have been identified in industry 4.0
(14.0) are cybersecurity, internet of things (IoT), cloud com-
puting, big data analytics, augmented reality (AR), additive
manufacturing (AM), simulations, and system integration [8].
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The combination of some of the 4.0 technologies have paved
the way for new technologies such as digital twin (DT)
and cyber-physical system (CPS). The 14.0 in O&G can be
described as the fusion of 14.0 technologies to integrate the
physical and the virtual O&G operations and objects in order
to maximize productivity, enhance efficiency, improve qual-
ity and productivity. There are several vital roles I4.0 plays in
the O&G industry and some of which include enhancement
of project design and evaluation, deployment of intelligent
oilfield, increase the reliability on the ecosystem, and facili-
tation of costreduction [1], [9]. A description of the industrial
revolution is summarized as follows.

B. INDUSTRY REVOLUTION

The industry has experienced different revolutions, from
IR 1.0 to IR 4.0 as shown in Fig 1. The IR 1.0 witnessed
the use of steam power to increase human productivity in
the 18th century. In the 19th century, the emergence of elec-
tricity and assembly line production lead to mass produc-
tion in IR 2.0. Subsequently, in the 19th century, the use
of memory-programmable controls and computers enabled
industrial automation for the IR 3.0 era. The advancement
of information and communication technology is paving the
way for IR 4.0 where machines are able to communicate with
each other over the network. These have opened the way
for smart concepts such as the smart manufacturing industry,
smart maintenance [10], and smart construction [11], [12].
Industry 4.0

Industry 1.0 Industry 3.0

Industry 2.0

FIGURE 1. Journey of industrial revolution [13].

C. O&G UPSTREAM SECTOR

The O&G industry involves complex industrial operations
that are focused on three main sectors involving upstream,
midstream, and downstream [2], [14]. Fig. 2 illustrates the
O&G sector. The upstream sector is the first phase in the
life cycle of O&G: which involves the exploration and
development, drilling and well completion, production and
optimization, reservoir engineering, and control center oper-
ations [15]-[17].

There is limited literature that has discussed lhch
I industry [18], [19]. M roles [l 14.0 in facilitating the
intelligent oilfield in the upstream sector, intelligent pipeline
in the midstream sector, and intelligent refinery in the down-
stream sector were discussed in [19]. In [18], a survey carried
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FIGURE 2. O&G industry sectors.

out among 13 suppliers to the O&G industry in Norway
identified “little knowledge about the concept14.0™ as one of
the inhibitors to digitization in the O&G industry. Although
the research publications on the applications of some of the

14.0 coggponent technologies appear to have grown in recent
iars, on [l

adoption of
[ address [l gap. the following contributions of this paper
are outlined as follows.

D. CONTRIBUTION

« We provide an overview of the I4.0 which includes the
IoT, big data (BD) analytics, cloud computing, AM, AR,
autonomous robots, cybersecurity, system integration,
simulations, and DT and CPS and roles they play in the
upstream sector of the O&G industry.
A systematic literature review (SLR) of the 14.0 tech-
nologies for different operations in the upstream sector
of the O&G is presented. This includes exploration and
development, drilling and well completion, production
and optimization, reservoir engineering, control opera-
tions, and equipment and operational parts.
A conceptual framework for 14.0 for the O&G upstream
sector 1s presented.
We outline future trends and identify some of the

research ofjportunities and processes needed for the inte-
gration of upstream [INNEG

E. ORGANIZATION
I rest [l this paper is structured as follows. Section II
provides an overview of I4.0 technologies. The different

14.0 technologies and their roles igthe different aspects of
the upstream sector are presented. h, the review
I prcscntcd. [ covers
and discussion [l reviewed papers. This includes the related
works and review of the application of 14.0 technologies. The
discussion 1s categorized into the various operations in the
upstream sector which include exploration and development,
drilling and well completion, production and optimization,
rescgpoir engineering, and control operations. A review of
the is discussed
in detail. In Section V, a conceptual 14.0 framework for the
upstream sector is presented and the benefits of the I4.0 are
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identified in Section VI. Section VII enumerates the open
issues and challenges. Section VII provides an insight into
the future trends and finally, Section IX concludes the paper.

Il. OVERVIEW OF @0 TECHNOLOGIES
This section covers of Il

14.0 technologies. The technical, architecture, and protocols
of the 14.0 technology are not discussed in detail in this paper
but references are provided for in-depth details. The term
industrie 4.0 which refers to the industrial revolution 4.0
originated from Germany and was first mentioned at the
Hanover Fair in 2011 [20]. There are nine main technologies
associated with the 14.0 which are IoT, BD analytics, cloud
computing, AM, AR, autonomous robots, cybersecurity, sys-
tem integration, and simulations [8] as illustrated in Fig. 3.
The integration of these technologies paved way for emerging
technologies like the DT and CPS. These technologies are
described as follows and the review of their applications in
the O&G upstream sector is elaborated in Section IV.

Autonomous Robots

Simulations
q r]
\ System
Integration

=
/”"a‘“‘\

Big Data Eli

¥ i
' : Industry 4.0
Augmented

Reality }
= Internet of
B Things
Additive .
Manufacturing I ]
ol
Cloud Cybersecurity
Computing

FIGURE 3. h technologies.

A. I

The Jll enables machine-Jf}-machine (m2m) communica-
tion over a network without requiring human-to-computer
interaction [21]. The machines are composed of embedded
systems with sensors/actuators, which transmit data using
different communication technologies over the internet. The
m2m is made possible by the ubiquitous presence of comput-
ing resources around us that has enabled devices to interact
with each other via defined communication protocols and
architectures [21]-[23]. The IoT has evolved over the years
with more focus on different industry requirements which
has given rise to application-specific IoTs [24]. The IoT has
paved the way for several innovations in the industry and
opened up the concept of industrial IoT (IIoT) [25]. The
IMoT plays a significant role in the industry by providing an
efficient and optimized monitoring and control system that
reduces cost and enhances productivity.
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Fig. 4 shows an [oT architggure that can be deployed for
the O&G upstream sector. Ilh physical [N
I tcchnology, . nd application
I The physical layer consists of the ToT nodes that are
used for data acquisition and control of the O&G equipment
and facilities. The nodes transmit data to the gateway or base
station via various communication technology. The commu-
nication layer comprises wireless communication technolo-
gies which can be categorized into short-range and long-range
communication. Examples of the short-range communica-
tion technology are the Wi-Fi, Bluetooth, and Zigbee while
the long-range include the low power wide area (LPWA)
technologies such as namrowband IoT, LoRa, and Sigfox.
The unlicensed long-range technologies (LoRa and Sigfox)
are particularly suitable for remote areas without cellular
coverage. The network layer incorporates several technolo-
gies such as cloud computing, software-defined network,
blockchain, and network servers. The data from the nodes
1s routed to the application layer in a secured manner via
the various network layer technologies. The application layer
allows for the processing of the data, analysis, and visual-
ization of the data. The enabling IoT technologies, protocols,
and other related terminologies are discussed in detail in [21],
[22], [26]. The IoT can be applied in various operations
such as control and monitor operations, predictive main-

tenance, automation and control, health and safety of the
O&G industry [15], [23], [27].
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FIGURE 4. loT architecture for 0&G.

B. BIG DATA ANALYTICS

In this section, the concept of BD analytics and the use of
Al tools for data analysis is presented. BD deals with the
huge amount of data being collected from a variety of sources
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(volume), the speed at which the data are being collected
in real-time (velocity), and the formats in which the data
are collected (variety). BD analytics refers to the process
of researching massive amounts of data in order to uncover
hidden patterns and hidden correlations. The form of data can
be structured, semi-structured, and unstructured [28], [29].
BD analytics is fundamental to the 14.0 in the O&G sector. For

instance, in seismic acquisition devicefjlarge amount of data
are generated for the development of _)
and [N subsurface lay-
ers during O&G exploration. Additionally, narrow-azimuth
towed streaming (NATS) and wide azimuth (WAZ) tools are
used in offshore seismic studies for the collection of data and
development of geological images. In addition, drilling tools
including logging while drilling (LWD) and measurement
while drilling (MWD) convey various data to the surface
in real-time. All these tools and innovations are creating a
massive amount of data that need further interpretation and
analysis [30]. Therefore, the daily generation of huge data
sets in the upstream sector is the main driving force of the
application of BD in the O&G industry. The utilization of
BD can be noticed in exploration, drilling, oil recovery, and
production [19], [31], [32].

In order to extract information and insights from the data,
data science techniques such as exploratory data analysis
and Al are employed. This helps to link related pieces of
data together and provide useful insights from existing infor-
mation. Al involves the use of computer algorithms in an
attempt to mimic the operations of human brains or thought,
to understand and make decisions [33]. Al also can be defined
as the theory and development of computer systems to sup-
port decision-making processes that generally require human
intelligence [34]. In 2019, Al in the O&G market was valued
at USD2 billion and is expected to attain USD 3.81 billion
by 2025 [35]. The Al technology can facilitate O&G com-
panies in the digitization of records such as geological data
and charts and providing automated analysis. This helps to
identify issues such as pipeline corrosion or increased equip-
ment usage in a timely manner [35]. Additionally, the O&G
industry can use Al to evaluate the potential impacts of new
developments or to assess the environmental risk associated
with the new project prior to the development of plans [36].
The branches of Al are shown in Fig. 5. Several Altechniques
have been successfully applied in the O&G industry [2], [32].
[37]-[40]. Some of the applications include prediction of
drilling fluid density [41], drag reduction [42], and identifi-
cation of potential complications and optimize performance
in onshore operations [43].

C. CLOUD COMPUTING

Cloud computing is an essential part of the 14.0 due to the
many advantages it provides for businesses and institutions.
It involves the uses of on-demand cloud computing services
such as servers, storage, networking, software, and intel-
ligence. The use of cloud services can help to save cost,
increase production, enhance security, performance and also
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FIGURE 5. Branches of artificial intelligence.

to improve speed and efficiency. The cloud computing ser-
vices can be deployed either as public or private or hybrid or
community cloud architecture. Cloud computing can be ren-
dered either as software-as-a-service (SaaS), infrastructure-
as-a-service (laaS), or platform-as-a-service (PaaS) [44]. The
SaaS provides organizations access to the software needed
for their operation via the internet without the need to bother
about the operating system. The laaS offers pay-as-you-go
for services such as storage, networking, and virtualization.
The PaaS provides a platform for creating software that is
delivered via the internet. The SaaS, IaaS, and PaaS enable
the industry to take advantages such as mobile access to
online software, scalability, and reduction of hardware cost.
The different cloud computing and architecture are shown
in Fig. 6. Although cloud computing offers several advan-
tages, there are certain limitations that have been identi-
fied which include degradation of quality-of-service due to
delays in time-sensitive applications. Hence, the combination
of cloud computing and other forms of computing such as
edge/fog computing is explored [45]. More details on the
architecture of cloud computing can be seen in [46]-[48].

laa$ PaaS Saas

AWS Elastic Beanstalk,
Heroky, Windows Azure
imastly used as Paas),

BigCommerce, Gongle Apps,
Silh'%'mrl'. Dropho, ilumpngmp.
Force.com, Openshitt, ZenDesk, Docusign, Slack,
Apache Stratos, Magento Hubspot

Commerce Clow

safwwm B0

Servers

Safeurs 110

FIGURE 6. Cloud computing services.
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D. ADDITIVE MANUFACTURING

The AM is the computerized process of building 3D objects
by adding layer-upon-layer of material [49]. It enables the
fabrication of end-use products in aircraft, dental restorations,
medical implants, automobiles, and several industrial parts.
Several 3D manufacturing techniques have been identified
which are vat polymerization, material jetting, binder jet-
ting, material extrusion, powder bed fusion, sheet lamination,
and direct energy deposition [50], [51]. More details on the
description of the different AM manufacturing techniques
can be found in [49], [52]. The AM can be used to pro-
duce complex geometries with high-strength materials that
meet the robust performance and environmental standards
needed by the O&G industry [52], [53]. This offers fast
and on-demand printing of spear parts which can reduce
the high cost of downtime in the O&G industry. The other
potential applications of AM within the O&G industry are
outlined by Vendra and Achanta [54]. It includes the drill
bits and bit models, heat exchangers, turbine blades and
sensors, acoustic and fluid filters, drilling tools, as well
as downhole logging spare parts. It was reported that the
AM-designed applications demonstrate enhanced reliability
with about 30 % cost reduction and 70 % lead time
reduction [54]. Shell is employing AM (i.e., 3D printing
technology) to develop a prototype system connecting a huge
vessel to O&G wells in a station in the US Gulf of Mexico
(The Stones). The implementation of AM has helped Shell to
save the cost of about $40 million by highlighting the design
flaws at an early stage. Moreover, the team is able to show
US authorities how the 3D printed prototype system remains
stable in rough seas and disconnects during strong waves,
where the safety of the vessel system and crew members are
both equally important [55].

E. AUGMENTED REALITY

The AR uses animations, 3D geometries, and text to turn
the environment around us into a digital interface by placing
virtual objects in the real world, in real-time [56]. AR can
be applied in complex assembly by converting instructional
manuals into live videos. This provides AR-based mainte-
nance support for inspection and for checking the status of
the machine. In addition, it provides remote supports for
field technicians or workmen. The application of AR for
facility management in the O&G industry was presented
in [57]. It enables personnel to handle complex interactions
which include collision detection, navigation, device mon-
itoring, and operations. For instance, the use of AR was
used to train personnel for commission instruments which
provided calibration training, installation training, instrument
configuration, and error simulation [58]. In another work,
Fenais et al. [59] investigated the risk benefits of employ-
ing AR in horizontal directional drilling (HDD) at a pilot
project in Phoenix, Arizona. It was found that the imple-
mentation of AR enables HDD and other site operators to
view the virtual models of subsurface utility pipes at the
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construction site. AR was able to locate hidden pipelines as
well as other significant hindrances that are present in the
underground utility. Hence, with such visual information sup-
port, the risk of future disasters such as pipeline explosions
can be significantly reduced.

F. AUTONOMOUS ROBOTS

The use of automation in the manufacturing industry has
made it possible for robots to cooperate, interact with one
another and work safely with humans [60]. Automation
enables the use of control systems to handle different pro-
cesses and machinery in the industry. Some of the advan-
tages of industrial automation are cost reduction in wages
and salary, maintenance, increase productivity, less error
and high quality, high flexibility, reduced turnaround time,
increased safety, and accurate information from data col-
lection. This involves the use of robotic process automa-
tion (RPA), which aims to reduce repetitive and simple
tasks [61], [62]. There are three types of automation which
are fixed, programmable, and flexible automation. The appli-
cation of robotics and automation in the O&G industry
was discussed extensively in [5], [6]. The application of
robotics in onshore includes pipe inspection, tank inspec-
tion, automated gas sampling, and external automated inspec-
tion for pipelines using drones/unmanned aerial vehicle
(UAV)/unmanned aerial system (UAS) [5], [6].

The use of drones or UAV or UAS in the O&G industry
provides safety, efficiency, and is considered cost-effective
and has been used extensively for applica-
tions [63]-[67]. The use of drones has been used to
complement other forms of surveillance technologies such
as satellite, plane or helicopter imagery and ground digi-
tal acquisitions and observations. For instance, in [67] the
use of UAV was shown to provide key input for reservoir
modelling in analogue producing fields which is useful for
digital outcrop models of subsurface reservoirs. Some of the
applications of the drones are illustrated in Fig. 7.

various

G. CYBERSECURITY

While 14.0 technologies are aimed at providing smart and
advanced manufacturing by marrying physical action with the
digital world, it opens up a new level of cyber risk that needs
a fully integrated approach for operational technology (OT)
and information technology (IT). The attacks could be in the
form of physical attacks on critical infrastructural attack or
theft of confidential information [68].

Hence, cybersecurity has become an integral part of
the 14.0. Several security incidents related to cyberattacks
from malware such as the blackenergy [69], stuxnet, wan-
naCry, ransom [70], Mirai — [oT botnets attack, Triton mal-
ware have resulted in large scale disruption across several
industries. For instance, Saudi Aramco O&G company a criti-
cal provider in the global energy sector witnessed cyberattack
which took almost two weeks to recover leading to several
damages [71]. Another cyberattack that caused a major dis-
ruption in the O&G industry is the Colonial pipeline attack
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FIGURE 7. Application of drones in 0&G sector.

which disrupted supply for several days in certain parts of the
United States [72].

There are different layers of data security that have been
identified for cybersecurity and they include 1) mission-
critical assets, 2) data security, 3) application security, 4) end-
point security, 5) network security, 6) perimeter security, and
7) the human layer. The seven layers are described in Table 1.

TABLE 1. Seven layers data security of cybersecurity.

Layers
Mission critical assets

Description
Mission critical data that requires highest
level of protection
Protects the storage and transfer of data
Protect and secures application for mission
critical assets
Protects the devices and network
Prevents authorized access to organization’s
network
Provides physical and digital security for
entire business
Provides policy, controls, reporting that
protect your critical assets from human
threats

Data security
Application security

Endpoint security
Network security

Perimeter security

Human layer

To address the cybersecurity issues in 14.0, many industry
standards have been introduced such as the ISO/IEC 27001,
the NIST cybersecurity framework, ANSI-ISA-62433 series,
IEEE C37.240, ETSI TS 103 645 [73]. These standards
provide a structured approach, roles and responsibilities,
self-assessment tools, and control objective list to assist busi-
nesses in risk management practices. There are other cyber-
security standards recommended by other bodies such as
the European Union Agency for Network and Information
Security (ENISA), Internet Research Task force (IRTF), and
European Cyber Security Organization (ECS0). The stan-
dards provide procedures for organizations to assess, identify
and provide countermeasures to limit the cybersecurity risk
to tolerable levels. Methods such as failure mode and effect
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analysis (FMEA) provides organizations a method to priori-
tize IT risk using Risk Priority Number (RPN) [74].

An important technology that is adopted in the 14.0 for
cybersecurity is blockchain technology [75]. Blockchain
technology which is also known as the distributed ledger tech-
nology is based on a peer-to-peer (P2P) topology that enables
transparency, traceability, integrity, and tamper-resistance
by using the decentralized system with cryptographic
hashing [19], [76]. The biggest innovation of blockchain tech-
nology is that transactions are distributed to all participants
instead of being stored in the central database [77]. It is also
known as distributed ledgers where all parties share a com-
mon ledger and any ongoing transaction on the blockchain
is updated to the ledger of all parties [78]. In recent years,
blockchain technology are been implemented and used in
the O&G industry; mainly in four aspects including trading,
management and decision making, supervision, as well as
cybersecurity [19], [77]. Some of the advantages include the
ability to track goods, equipment, and services, to ensure data
are secured and transactions are transparent [19].

H. SYSTEM INTEGRATION

The system integration component of the 14.0 provides both
vertical and horizontal integration within the industry. The
vertical integration covers different hierarchies starting from
shop floor to top-management level [79]. These combine
the digitization of physical objects by gathering data using
sensors, actuators, and programmable logic controllers and
the data collated using supervisory control and data acqui-
sition (SCADA) [80]. The use of manufacturing execution
systems (MES) for collection of the data from the SCADA
and the use of enterprise resource planning (ERP) systems
for production status are employed at the managerial infor-
mation layers [81]. This integration facilitates transparency
and improved decision-making processes from the manage-
rial level to the shop floor. The system integration can help
solve problems associated with top management and spe-
cialist for strategic implementation and quality management
in the O&G industry [4]. Also, system integration can be
used to optimize technical production and operation in the
upstream sector. The use of system integration that combines
the thermodynamic, economic, and environmental perfor-
mance indicators is used to save energy in the extraction of
0&G fields [82].

I. SIMULATION

Simulation has been used as a decision support tool for
solution development, validation, and testing of individual
elements or complete systems [83]. The 14.0 extends the use
of simulation in all phases of a product life cycle. Simulation
analyses are used through all phases of different planning and
operating levels of complex systems [84]. Simulation meth-
ods are largely employed in the O&G industry and considered
to be one of the important steps in planning and optimizing
production and getting hydrocarbons from oil wells [85]. For
instance, the use of simulation methods is used to overcome
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the challenges of cost, time faced in obtaining information
pertaining to the fluid transport characteristic of shale gas
under certain conditions [86], [87], and models for prediction
of offshore O&G pipelines [88]. The combination of simula-
tion models and other 14.0 technologies have opened up the
technological concepts such as the DT and CPS discussed in
the next section.

J. DIGITAL-TWIN AND CYBER-PYHSICAL SYSTEM

The DT is one of the emerging technologies largely applied in
the manufacturing [84], [89], [90], automation, construction
and building management [91], healthcare [92], petrochem-
ical [91] and utility industry [93]. DT has been defined in
the literature in different ways [94]-[96]. Just as the name
implies, it simply means a digital or virtual representation
of physical assets or products, or services. It collects real-
world data to create simulations via integrated models that
can be useful in providing decision support in the life cycle
of a product or system or service. In creating a DT, the design
of the asset, the functionality of the asset, maintenance of
the asset in the real world needs to be specified. Then,
the technologies that can support the real-time flow of data
and operation information between the physical asset and
its DT as shown in the conceptual architectural diagram
in Fig. 8 [97] need to be acquired. It combines some of the
14.0 technologies. The conceptual architectural diagram con-
sists of six stages which are: create, communicate, aggregate,
analyze, insight and act and discussed in detail in [97]. The
create stage covers the physical assets and integration of sen-
sors to measure the operational performance of the asset and
the environmental parameter that affect the operation of the
physical assets. The communicate stage entails the network
communication technologies that enable seamless, real-time
and bi-directional connectivity between the physical asset
and the digital platform. The aggregate stage involves the
collection of data and processing between the physical asset
and the digital platform. The analyze stage focuses on the
visualization and analysis of data while the insight stage
involves the use of the analyzed data to provide useful infor-
mation such as the difference between the DT model and the
physical asset analogue performance. The act stage involves
the actions or commands are fed back to physical and digi-
tal processes based on the insights generated from previous
stages.

The CPS is similar to the DT. The CPS is the integration
of computing, networking, and physical processes. Physical
processes can be controlled in real-time via feedback loops on
embedded systems with high computational powers through
network monitors. The major difference between the DT and
CPS are summarized in Table 2.

There are several applications of DT and CPS in the
O&G industry which include drilling, asset monitoring,
project planning, and life cycle management offshore
platform infrastructure [19], [99]-[101]. The application
of 14.0 technologies discussed in this section are further
elaborated in Section IV.
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FIGURE 8. A concept of digital-twin architecture [97].

TABLE 2. Difference between DT and CPS [98].

[ DT [ CPS |
Creates high-fidelity virtual
models of physical objects in
virtual space

Couples the cyber world and
dynamic physical world using
control, communication and
computing
Data from sensors and actuators
are analyzed by cyber world and
sent back as commands to
control physical process
Sensors and actuators [orm the
core elements

Integrates whole elements, the
entire business, and the process
data to ensure consistency

Modeling and simulation
analysis form the core elements

lil. REVIEW METHODOLOGY

There are several methods of review that have been identified
in the literature [102], [103]. The review types are based on
the methods used for searching, evaluating, synthesizing, and
analyzing the items that comprise the body of knowledge.
Three categories have been identified in [102] which are sys-
tematic, semi-systematic, and integrated review. The semi-
systematic literature review method was applied in this article
e to the diverse discipline and research areas covered. The

find out

the application [N
.

A comprehensive literature review was condlicted to iden-
tify the available publication regarding the

B tcchnologics G |itcr-
ature review covered publications between year 2012 and
2022 published by scholars and practitioners. This includes
articles, reviews, conference papers, and technical reports in
the English language. The literature was identified in the
Scopus database, google scholar, and google. The Scopus
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TABLE 3. Procedure for the search of articles.

Search Specific content
‘ Index ‘
Database/ Scopus, web, google scholar
sOUrce
Keywords TITLE-ABS-KEY ( { "4.0" OR "industry 4.0" OR
"industry revolution®" OR "cyber*” OR "loT"” OR "Big
data” OR "Artificial intelligence” OR "digital twin"
OR "autonomous robots" OR "additive manufacturing”
OR "system integration” )} AND ( "oil and gas" ) )
Publications Reviews, conference papers, journals, tech report

database was chosen due to the broad coverage of scien-
tific peer-reviewed publications. Other methods using google
scholar and google were chosen in ordered to retrieve tech-
nical reports and white papers from practitioners and other
published works not found in the Scopus search. An ini-
tial search from the Scopus database using the keywords
contained in the title, abstract, and index terms was carried
out. The keyword used is shown in Table 3. The keyword
was carefully selected to focus on publications related to the
14.0 technology components that have been applied in the
O0&G industry. Based on the keyword search a total number
1544 publications were found in the Scopus database. Based
on the identification of publications between the year 2012
and 2021 and removal of duplicates, 1080 publications were
identified and screened.

A second search was conducted with the reference lists
of all identified reports and articles based on the following
research questions.

RQ1: What is the h of industry [NNENEGgGN

I i the last 10 years?

144445
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TABLE 4. Summary of related systematic review journals.

| Ref. | Yeur | Focus

[ CR1 [ CR2 [ CR3 |

CR4 [ CR5 | CR6 | CR7 | CR8 [ CRY |

[19] 2019 | 14.0 technologies such as X v X
in DT, AR, blockchain,

BD, IoT in O&G

Google Scholar, Web of Vv X W x X
Science, ScienceDirect

support systems in O&G

[27] | 2020 10T in O&G Vv N X Scopus, OnePetro, IEEE x v X X Vv
explore, Springer, Web of
Science
[34] | 2019 AT and other decision v v x Scopus, Web of Science, v v v v "

Onepetrol, Knovel, IEEE
Xplore, American Society
of Mechanical Engineers
(ASME) digital collection
and Google scholar

[99] 2020 DT in O&G v v * Scopus, OnePetro, [EEE W W N * v
Xplore, Springer, Elsevier
[105] | 2020 BD in Q&G N v X OnePetro, IEEE Xplore, v x * * %

Springer, Elsevier

CRI1-time-limit consideration, CR2-sample size, CR3-PRISMA flow diagram, CR4-database, CR5-exploration and development, CR6- drilling and well
completion, CR7-production and optimization, CR8- reservoir engineering CR9-control operations.

RQ2: What are the applications of the _
LB
RQ3: What is [

7

RQ4: Wignt are the benefits and challenges faced in the
adoption of

technologies i
RQ5: What are il future trends in [l

B 1080 items were further screened by skimming
through the titles of the publication and abstract for
content-based inclusion using the five research questions.
228 items were found not related to the objective of the
research and 46 items were not accessible. A total of 809 pub-
lications from the Scopus database were accessed for eli-
gibility and classified into review, journal, and conference
papers. A total of 67 review papers, 637 conference papers
and 105 journals. A final selection process was carried out by
giving priority to peer-reviewed journals, SLR review papers,
and conference papers whose topics have not been well cov-
ered in the journal papers. The same process was applied
to the documents from google scholar and google websites.

A total of 223 documents were considegid for full reading
and included in the review process. The
I

flow diagram is shown in Fig. 9.

IV. FINDINGS AND DISCUSSION
The findings from the 223 documents and discussion are
presented in this section.

A. RELATED PAPERS

To answer RQ1 and RQ2, related papers on the 14.0 tech-
nologies were analyzed. Although several review papers on
the application of different I14.0 technologies were identified.
Only 5 which focused on systematic literature review (SLR)
were analyzed [27], [34], [99], [104], [105] and summa-
rized in Table 4. A review of IoT within the context of the

144446

Identificatian of studks via ditabase ] [[entiticaticn of stadies via ather methads

Publication remaved hefore Fecords identiied fram
™ . wehsite (n= 18]
PO screening:
sblication idantified
. IP< 5 “ Published type nat Records identFied fram
£ | | Trom Sopus datebase — artidle, con a sovgle scholar in=107]
B ne1534] -~
2 ! ! review, nat within 2021
= and 2012, not English, not Renort
¥ . Epors
] Final pub. Reparts scught for ex(lf::d(:d:
(n=445 | retrieval [n = 20) Mot related
L Duplicste records removed in=]
in =19
Publlicatian Reports assessed Reports
o Echided:
screened Publication excluded: far eligbiliy Mat related
= (n=1080)  [—#  Resmon dpublcations not website {n=102| Ire=1d)
g_ related resesrch guestions [n
=228)
# Publicatian Reason 2: Reports pot scoessible
assessed for =48]
chigibility
L (nsE06)
publicaticns
|| inclded i Roviow
H (=131}
Z|| mencrtsincluded
In=92}

FIGURE 9. PRISMA flow diagram.

O&G industry was presented in [27] and a review of DT
within the context of the O&G industry was presented in [99].
In [99], the key application areas such as asset integrity
monitoring, project planning, and life cycle management
were identified and the following challenges: cybersecu-
rity, lack of standardization, and uncertainty were discussed.
Nguyen et al. [105] focused on the role of big data (BD)
in the O&G industry. This covers the application of BD in
the exploration, drilling, reservoir, production, refining and
transportation in O&G industry. While this works focused
on specific components of [4.0 technologies for the O&G
sector, Lu et al. [19] presented a systematic review on oil
and gas 4.0. The roles of 14.0 technologies in facilitating the
intelligent oilfield in the upstream sector, intelligent pipeline
in the midstream sector, and intelligent refinery in the down-
stream sector were discussed in [19]. Shafiee et al. [34].
presented a review on decision-making support in the O&G
upstream sector. Different decision-making support methods
were identified which include Al From the review of the
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